Procédure configuration des ACL

1. Tout d’abord accéder a lI'interface de Pfsense, vu auparavant dans la procédure
d’installation. Une fois connecté, allez dans I'onglet « Firewall », et cliquez sur « Rules ».

Firewall ~ Status ~ Dia

Aliases
Status / Dashboard NAT + @
Rules
System Information Netgate Services And Support (- X x]
Schedules
Name Proxylab.gsb.fr Traffic Shaper Retrieving support information &3
User admin@172.16.1.1 (Lot Virtual IPs )

2. Choisissez I'emplacement désiré (WAN, LAN et DMZ) pour y ajouter la regle. Puis cliquez
sur « Add ».

Floating WAN LAN DMZ
—
Rules (Drag to Change Order)
{1 States Protocol Source Port Destination Port Gateway Queue Schedule Description Actions
X o00B * RFC 1918 networks & & 2 & & Block private networks L]
X o0/,0B * Reserved * * * * * Block bogon networks )
Not assigned by IANA
0 « 0/0B IPvAICMP * x x o none isE0m
any
0 « 0/0B IPv4TCP = * 192.168.30.1 80 (HTTP) * none NAT LeCom
[0 « 0/0B IPv4TCP * * 192.168.30.1 3380 (MSRDP) * nane NAT Redirection RDP teDom
O « 0/0B IPvATCP * * 102.168.30.2 25 (SMTP) * none NAT Ping Mail s 000
[0 « 0/0B IPvATCP * * 192.168.30.2 110 (POP3) * nane NAT Service Mail teDom
0 ¢ 0/0B IPWdTCP * * 192.168.30.2 3380 (MSRDP)  * none NAT L1000
0 « 0/0B IPv4TCP * * 192.168.30.100 80 (HTTP) * nane NAT HTTP Haproxy eOom
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Procédure configuration des ACL

3. Remplissez les champs comme ci-dessous :

Indiquez I’interface concernée par la régle.

Indiquez le type d’adresse concerné.

Indiquez le protocole concerné.

Indiquez la source.

Indiquez la destination de la connexion avec si nécessaire 1’adresse IP de la machine.
Indiquez le port concerné.

Edit Firewall Rule
Action Pass

Choose what to do with packets that match the criteria specified below.
Hint: the difference between block and reject is that with reject, a packet (TCP RST or ICMP port unreachable for UDP) is returned to the sender,
whereas with block the packet is dropped silently. In either case, the original packet is discarded

AU e

Disabled [] Disable this rule

Set this option to disable this rule without removing it from the list.

1 Interface WAN

Choose the interface from which packets must come to match this rule.

2 Address Family 1Pv4

Select the Internet Protocol version this rule applies to.

3 Protocol TCP

Choose which IP protocol this rule should match.

Source [ Invert match. any

[

The Source Port Range for a connection is typically random and almast never equal to the destination port. In most cases this setting must remain at
its default value, any.

Destination

any Destination Address /
Destination Port Range (other) 6 (other)

From Custom To Custom

Destination [ Invert match.

Specify the destination port or port range for this rule. The "To" field may be left empty if only filtering a single port.

4. N’oubliez pas d’enregitrer, cliquez sur le bouton « Save » .

5. Puis cliquez sur « Appliquer les changements ».

:19 firewall rule configuration has been changed ] « Apply Changes
he changes must be applied for them to take effect : :



